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LIGHTWEIGHT AND POST-QUANTUM CRYPTOGRAPHY

National Institute of Standard and Technology

GOAL. Developing new guidelines, recommendations and 
standards for constrained environments when the performance 
of the current NIST standards is not acceptable.

SCOPE. Symmetric-key cryptography, Authenticated Encryption 
with Associated Data (AEAD) Post-Quantum cryptography.

“Welcome to the next two decades  .….”
- D. Apon (NIST)

• Side channel resistance? Hardware issues?
• Algebraic cryptanalysis of cyclotomics
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